() Verify the cender before clicking linke in emaile or
Megeages.

Check for gpelling errore or urgent language in
emaile—thege are red flage.

&
() Never provide pereonal, including pasewords or login
information via email.

L (¥) Use a spam filter.

| Cybersecurity in Online Learning

©

Use etrong, unique pagewordg for your echool accounts
and online platforme.

Log out of echool portals and apps when uging shared
or public computers.

Q

Use strong, unique pagewords and pasephrages for
different accounts.

Q

Uge a virtual background or blur your background
during video calle

Q

Be mindful of what ig vigible on your gcreen before
gharing.

Q

Stay Saf

ALAMO COLLEGES DISTRICT
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Phishing Protection Data Privacy & Identity Protection

.

LYBER

SECURITY

@ CHECKLIST

Avoid publicly sharing gengitive detaile
(SSN, student [0, address, phone nurnber).

Be cautious when filling out online formg; verify the
gource before submiggion.

O |
@

@ Uge privacy gettings on gocial media to limit who can
gee your information.

) Uge etrong, unique pasewords and pagephrages for

different accounts. Yy,

Al Security & Deepfakes |

.

Q Q Q Q

Be cautioug of Al-generated mesgages or videog that
geem 100 good to be true.

Verify sourceg of news, images, and videog to avoid
miginformation.

Do not ghare gengitive information with Al chatbote or
Al Generative Toole.

Avoid uging Al-generated pasewords or storing
gengitive data in Al toole.

Reron‘ any sugpected deepfake scam to College
Helpdeck pasewords or etoring gensitive data in Al toole. )

e Online

Visit our IT Security Hub @ https://bit.ly/3EQiv4E
Need Help? Call: 210-486-0777



...... CYBER SECURITY GHECKLIST

Wi-Fi & Network Security

Password & Account Security

Q

Uge unique pagswords for different accounte—never

Avoid uging public Wi-Fi for logging into sengitive
reuge old ones.

aceounts.

Q
Q

Engure your home router hag a strong pageword and

Change your pasewordg every few months.
firmware updates.

Q

Store pasewords in a gecure pageuword manager, not on

Q

Never share your network paseword with untrusted

Q

aticky noteg. individuale.
@ Log out of ghargd or pUbllC Compuferg aﬁer uee. @ LOOk for “HTTpg” in URLg when brouuging or an@rmg
Y )L credentiale. computers after uge. D

Y

Social Engineering Awareness Mobile & Device Security

() Be wary of mesgages or calle acking for perconal detaile. () Keep your phone and laptop operating aysteme updated.
Never share your student [0, Social Security number, or (ngtall security apps and use biometric locke
@ banking info with gtrangera. © (fingerprint/Face (0.
@ Verify the legitimacy of scholarhips, job offers, or @ Enable remote tracking and wipe featureg in cage
contegte before engaging. of losg or theft.
Don’t overghare pergonal information online—it can be Do not download appe from unknown cources.
Y used for identity theft. 7 b
If comething ceeme guspicioug, confirm directly Be cautioug when granting apps permisgion
k@ with your ingtitution. D k@ to access your data. )
4

Data Protection & Backup | | Recognizing Security Incidents

Unusual account activity
(pagsword regete, unauthorized loging).

Reqularly back up important files to a secure cloud
or external drive.

Q
Q

Phighing emails or mesgages agking for personal
information.

Q
Q

Encrypt sengitive documents before storing or sharing.

Do not leave personal information vigible on hared Malware infectiong
computerg. (pop-ups, low performance, unknown apps).

Q
Q

Q
Q

Delete old accounte you no longer uge to reduce rigke. Unauthorized access to school eysteme or fileg.

Cyberbullying, online haragement, or inappropriate
behavior in virtual gpaces. )

Be mindful of what pergonal information you share
on gocial media.

Q
Q

/
o
/

ALAMO COLLEGES DISTRICT Visit our IT Security Hub @ https://bit.ly/3EQiv4E
San Antonio College Need Help? Call: 210-486-0777
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